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What is DNS Server?

As you might know, DNS, Domain Name System, is a system that resolves Domain names into IP Addresses and vice-versa. For

example if you type www.unixmen.com in your browser, the computer  doesn’t know actually where it is. So your computer will

contact the current DNS server to find where www.unixmen.com is.  The DNS servers simply reply to your computer with the

associated IP address of unixmen.com domain. Since IP address of every domain is hard to remember, DNS Server makes it easy to

remember domain names instead of their IP addresses. You can get the DNS server details from your Internet Service Providers.

Types of DNS Server

There are two types of DNS Servers, Primary and Secondary DNS  server. These two DNS servers are computers where the

domain names with their respective IP addresses are stored and the information available on both DNS servers is identical. The

values for these two DNS’s are configured by the Internet Service Provider (ISP). The secondary DNS acts as backup for the Primary

DNS if Primary DNS server is down.

Scenario

In this tutorial  i am going to setup local Primary and secondary DNS servers. I am using two systems running with Debian 7 for

primary and secondary DNS server and one system running with Ubuntu 13.04 Desktop for Client.

Primary DNS server details:

Secondary DNS Server Details:
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Client Details:

Note: I tested this how-to twice on local area network (LAN). It is worked for me as i expected. If you want to setup external DNS

server, use your public ip in zone files and dns configuration files.

1. Setup Primary DNS Server
Install bind9

BIND (Berkely Internet Name Domain) is a software  for translating domain names into IP addresses.

Install it using command:

The DNS configuration files are stored in the /etc/bind directory. The primary configuration file is /etc/bind/named.conf.

Configure Bind9

Open up the file /etc/bind/named.conf.local in any editor.

Add the following lines to define forward and reverse zone files.
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Save and close the file.

Create Zone Files

Now create the forward and reverse zone files which we defined in the above step.

1. Forward Zone file

Copy the existing zone file template /etc/bind/db.local to create a new forward zone file.

Now edit the file /etc/bind/for.unixmen.local,

Change the contents as shown below and replace the domain name and ip address with your own.
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2. Reverse Zone file

Copy the existing zone file template /etc/bind/db.127 to create a new reverse zone file.

Now edit the file /etc/bind/rev.unixmen.local,

Change the contents as shown below and replace the domain name and ip address with your own.
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Save and close the file.

As you see in the above configuration, i increased the serial number for reverse zone file. For each change you should increase the

reverse zone serial number as well.

Now restart bind9 service.

Test DNS Configuration and Zone Files

You can check the DNS configuration and zone files configuration for any syntax errors.

Check DNS configuration file using command:

If it returns nothing, your configuration file doesn’t have any syntax errors.

Check Forward Zone:

Sample Output:

Check Reverse Zone:

Sample output:
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Adjust iptables to allow DNS default port 53

First make sure that BIND9 is running on default port 53.

Sample output:

Now let us open port 53 through iptables.

First Install iptables-persistent package using command:

Open up the file /etc/iptables/rules.v4 using any editor,

Add the rule to open port 53.
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Start or restart iptables-persistent service.

Now check port 53 is open or not using command:

Sample output:
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As you see in the above command, port 53 is open. Now your local clients will be able to resolve hostnames.

Test Master DNS Server

Edit file /etc/resolv.conf,

And add your Master DNS server details,

Reboot the system or restart the networking service.

Now let us check Master DNS server is working or not using the following commands:

Method 1:

Sample output:
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Method 2:

Sample Output:
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Method 3:

Sample output:

Method 4:
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Sample output:

Method 5:

Sample output:
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Method 6:

Sample output:

Method 7:

Sample Output:

That’s it. Primary DNS server is ready and working.

2. Setup Secondary DNS Server
Install bind9 package with following command:

Configure DNS Server

Before proceeding to configure Secondary DNS server, first you should allow the zone transfer from your Primary DNS server.

To do so, go to Primary DNS server, edit the DNS main configuration file /etc/bind/named.conf.local,
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Add the lines allow-transfer { 192.168.1.201; }; and also-notify { 192.168.1.201; }; in the zone section.

Here 192.168.1.201 is Secondary DNS server IP address. allow-transfer { 192.168.1.201; }; line will transfer the zone files

automatically from master dns to secondary dns server. also-notify { 192.168.1.201; }; line will notify the secondary dns server

if any changes in primary dns server zone files. Save and close the file.

Now go to Secondary DNS server, edit file /etc/bind/named.conf.local,
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Add the lines as shown below.

Here 192.168.1.200 is my Primary DNS server IP address. Save and close the file.

Adjust iptables to allow DNS default port 53

First make sure that BIND9 is running on default port 53.

Sample output:
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Check the port 53 is open using command:

If port 53 is not open, do the following steps.

First Install iptables-persistent package using command:

Open up the file /etc/iptables/rules.v4 using any editor,

Add the rule to open port 53.

Start or restart iptables-persistent service.
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Now check port 53 is open or not using command:

Sample output:

As you see in the above command, port 53 is open. Now your local clients will be able to resolve hostnames.

Now restart the bind9 service with command:

Now the zone files from master server will  be replicated to secondary server automatically. The zones files will  be created in

/var/cache/bind folder of secondary server.

Sample output:

Check Forward zone file:

Sample output:
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Check Reverse Zone file:

Sample output:
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Test Secondary DNS Server

Edit file /etc/resolv.conf,

And add your Master DNS server details,

Reboot the system or restart the networking service.

Now let us check Master DNS server is working or not using the following commands:

Method 1:

Sample output:
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Method 2:

Sample output:

Setup DNS Server On Debian 7 Wheezy | Unixmen http://www.unixmen.com/setup-dns-server-debian-7-wheezy/

20 von 56 25.06.2015 17:00



Method 3:

Sample Output:
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Method 4:

Sample output:

Method 5:

Sample output:
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Method 6:

Sample output:

Method 7:

Sample output:

Method 8:

Sample output:

That’s it. Secondary DNS server is ready and up now.

Client Side Configuration
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In your client system, edit file /etc/resolv.conf,

Comment out all existing DNS servers and add the your Primary and Secondary DNS servers IP addresses.

Test DNS Server

Run the following command to test Primary DNS server.

Sample output:
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Check Secondary server using command:

Sample output:
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That’s it. Now you’ve successfully installed Primary and Secondary DNS servers.

Cheers!
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Setting Up DNS Server On CentOS 7

Comments for this thread are now closed.

3 Comments

•

SAB •

Inside resolv.conf I prefer
nameserver 127.0.0.1

then you won't depend on the IP address

•

Ertan ERBEK •

You should use notify option other ways when you update first zone file but nut chnage soa record than second server can't
understand and not update salve file so you can get two diffrent message from your server.

•

SK •

Yes you're right. I forgot to mention it. I updated the article now. Thanks.
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