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5. Asimple domain.

How to set up your own domain.

5.1 But first some dry theory

First of all: you read all the stuff before herght? You have to.

Before wereally start this section I'm going to serve you somemtyen and an example of how DNS works. And yogoing to read it because it's good
for you. If you don't want to you should at ledstsit very quickly. Stop skimming when you getvnat should go in youraned. conf file.

DNS is a hierarchical, tree structured system.tdpeds written ' and pronounced ‘root', as is usual for tree datactures. Under there are a number
of Top Level Domains (TLDs); the best known onesGaG, com EDU andNET, but there are many more. Just like a tree itshamot and it branches out. If
you have any computer science background you aélbgnize DNS as a search tree, and you will betalflad nodes, leaf nodes and edges. The dots
are nodes, the edges are on the names.

When looking for a machine the query proceeds seeely into the hierarchy starting at the rootydu want to find the address pfep. ai . ni t. edu. ,
your nameserver has to start asking somewherearts y looking it its cache. If it knows the amswhaving cached it before, it will answer righitzey
as we saw in the last section. If it does not kitonill see how closely it can match the requestathe and use whatever information it has cached. In
the worst case there is no match but the "." (mfaf)e name, and the root servers have to be ttedsit will remove the leftmost parts one atradi
checking if it knows anything aboait. i t . edu. , thenni t. edu. , thenedu. , and if not that it does know abaubecause that was in the hints file. It will
then ask a server abouir ep. ai . ni t . edu. This. server will not know the answer, but it will helpur server on its way by giving a referral, tejiih
where to look instead. These referrals will eveliydaad your server to a nameserver that knowsatigver. | will illustrate that nownor ec means that
dig is asking non-recursive questions so that vieagdo the recursion ourselves. The other optaesto reduce the amount of dig produces so thistwo
go on for too many pages:

$ ;; Got answer:

., ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 980

;5 flags: gr ra; QUERY: 1, ANSWER 0, AUTHORI TY: 13, ADDI TIONAL: 0

AUTHORI TY SECTI ON:

518400 IN NS J. ROOT- SERVERS. NET.
518400 IN NS K. ROOT- SERVERS. NET.
518400 IN NS L. ROOT- SERVERS. NET.
518400 IN NS M ROOT- SERVERS. NET.
518400 IN NS A. ROOT- SERVERS. NET.
518400 IN NS B. ROOT- SERVERS. NET.
518400 IN NS C. ROOT- SERVERS. NET.
518400 IN NS D. ROOT- SERVERS. NET.
518400 IN NS E. ROOT- SERVERS. NET.
518400 IN NS F. ROOT- SERVERS. NET.
518400 IN NS G. ROOT- SERVERS. NET.
518400 IN NS H. ROOT- SERVERS. NET.
518400 IN NS | . ROOT- SERVERS. NET.

This is a referral. It is giving us an "Authoritgction” only, no "Answer section". Our own namesgemefers us to a nameserver. Pick one at random:

$ dig +norec +noques +nostats +nocnd prep.ai.nt.edu. @. ROOT- SERVERS. NET.
;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58260

;; flags: qr; QUERY: 1, ANSWER: 0, AUTHORITY: 3, ADDI TI ONAL: 3

v+ AUTHORI TY SECTI ON:
mt.edu. 172800

I'N NS BI TSY. mi t. edu.
mt. edu. 172800 IN NS STRAVB. ni t . edu.
mt. edu. 172800 IN NS W20NS. mi t . edu.
;' ADDI TI ONAL SECTI ON:

BI TSY. mi t . edu. 172800 IN A 18.72.0.3
STRAVB. i t . edu. 172800 IN A 18.71.0.151
W20NS. mi t . edu. 172800 IN A 18.70. 0. 160

It refers us to MIT.EDU servers at once. Again picle at random:

$ dig +norec +noques +nostats +nocnd prep.ai.nt.edu. @I TSY.nit.edu.
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 29227

flags: gr ra; QUERY: 1, ANSWER 1, AUTHORI TY: 4, ADDI TI ONAL: 4

ANSVER SECTI ON:

prep.ai.nit.edu. 10562 I'N A 198. 186. 203. 77

;» AUTHORI TY SECTI ON:

ai.mt.edu. 21600 I'N NS FEDEX. ai . mi t . edu.
ai.mt.edu. 21600 I'N NS LI FE ai . mt. edu.
ai.mt.edu. 21600 IN NS ALPHA-BI TS. ai . mi t . edu.
ai.mt.edu. 21600 I'N NS BEET- CHEX. ai . mi t . edu.
;' ADDI TI ONAL SECTI ON:

FEDEX. ai . mi t . edu. 21600 IN A 192. 148. 252. 43

LI FE. ai . nit. edu. 21600 IN A 128.52.32.80
ALPHA-BITS. ai .mit.edu. 21600 IN A 128.52.32.5

BEET- CHEX. ai . m t. edu. 21600 I'N A 128. 52. 32. 22
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This time we got a "ANSWER SECTION", and an ansfeeiour question. The "AUTHORITY SECTION" contaiimgormation about which servers to
ask abouti . i t . edu the next time. So you can ask them directly thd time you wonder about . ni t . edu names. Named also gathered information
aboutri t. edu, SO ofwwv. ni t. edu is requested it is much closer to being able swen the question.

So starting at we found the successive name servers for eachifetiee domain name by referral. If you had usedrnyown DNS server instead of
using all those other servers, your named wouldoaifrse cache all the information it found whilegiigy this out for you, and it would not have to ask
again for a while.

In the tree analogue each"in the name is a branching point. And each ppariveen the ™'s are the names of individual branches in the. @ne
climbs the tree by taking the name we wantf. ai . ni t. edu) asking the root. () or whatever servers father from the root towareb. ai . ni t. edu we
have information about in the cache. Once the chuties are reached the recursive resolver goessking servers, pursuing referrals (edges) further
into the name.

A much less talked about, but just as importantaiarsi n- addr . ar pa. It too is nested like the “normal’ domains.addr . ar pa allows us to get the
host's name when we have its address. A impotarg to note here is that the IP addresses aréewiiit reverse order in the- addr . ar pa domain. If
you have the address of a machires. 186. 203. 77 named proceeds to find the named 77.203.168.188dnarpa/ just like it did for

prep. ai . ni t. edu. Example: Finding no cache entry for any match Buask a root serven root - servers. net refers you to some other root servers.
b.root-servers. net refers you directly to bitsy.mit.edu/. You shoblel able to take it from there.

5.2 Our own domain

Now to define our own domain. We're going to makedomain i nux. bogus and define machines in it. | use a totally bogosidin name to make sure
we disturb no-one Out There.

One more thing before we start: Not all characéeesallowed in host names. We're restricted tahia@acters of the English alphabet: a-z, and nusnber
0-9 and the character '-' (dash). Keep to thosectexrs (BIND 9 will not bug you if you break thide, BIND 8 will). Upper and lower-case characters
are the same for DNS, gat . ui 0. no is identical taPat . Ui O. No.

We've already started this part with this lineaned. conf :

zone "0.0.127.in-addr.arpa" {
type master;
file "pz/127.0.0";

Please note the lack of at the end of the domain names in this file. Baigs that now we will define the zomen. 127. i n- addr . ar pa, that we're the
master server for it and that it is stored in @ G&lledpz/ 127. 0. 0. We've already set up this file, it reads:

$TTL 3D
@ I'N SOA ns. | i nux. bogus. hostmaster.|inux.bogus. (
1 . Serial
8H ;. Refresh
2H ; Retry
4w ; Expire
1D) ;M nimum TTL
NS ns. | i nux. bogus.
1 PTR | ocal host .

Please note the "at the end of all the full domain names in tfilis, in contrast to theaned. conf file above. Some people like to start each zdee fi
with a$orl G N directive, but this is superfluous. The origin @ in the DNS hierarchy it belongs) of a zonei§ilepecified in the zone section of the
naned. conf file; in this case it's. 0. 127. i n- addr . ar pa.

This “zone file' contains 3 “resource records' (RRSOA RR. A NS RR and a PTR RR. SOA is shortStart Of Authority. The @' is a special
notation meaning the origin, and since the "donwhimn for this file says 0.0.127.in-addr.arpafilst line really means

0.0.127.in-addr. ar pa. I'N SOA ...

NS is the Name Server RR. There is no '@' at i st this line; it is implicit since the previolise started with a'@'. Saves some typing thath®
NS line could also be written

0.0.127.in-addr. ar pa. I'N NS ns. | i nux. bogus

It tells DNS what machine is the name server oftti@aino. 0. 127. i n-addr . ar pa, it iSns. I i nux. bogus. 'ns' is a customary name for name-servers,
but as with web servers who are customarily namedsomething. The name may be anything.

And finally the PTR (Domain Name Pointer) recorgissthat the host at address 1 in the subnet127. i n- addr . ar pa, i.e., 127.0.0.1 is named
| ocal host .

The SOA record is the preambleaib zone files, and there should be exactly one it eace file, at the top (but after theTL directive). It describes the
zone, where it comes from (a machine cafied i nux. bogus), who is responsible for its contentsgt mast er @ i nux. bogus; you should insert your
e-mail address here), what version of the zoneHikeis (serial: 1), and other things having toadth caching and secondary DNS servers. For tsieafe
the fields (refresh, retry, expire and minimum) tree numbers used in this HOWTO and you shouldife 8efore the SOA comes a mandatory line, the
$TTL 3Dline. Put it in all your zone files.

Now restart your namedrdc stop; naned) and useli g to examine your handy workx asks for the inverse query:

$ dig -x 127.0.0.1
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Cot answer:
- >>HEADER<<- opcode:

;. QUESTI ON SECTI ON:

;1.0.0.127.1 n-addr. ar pa.

;» ANSWER SECTI ON:
1.0.0.127.in-addr. ar pa.

;3 AUTHORI TY SECTI ON:
0. 0.127.i n-addr. ar pa.

Query tinme: 3 nmsec

QUERY,

259200

259200

st at us:
flags: gr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: O

I'N

I'N

v SERVER 127.0.0. 1#53(127.0.0.1)
;3 WHEN: Sun Dec 23 03:02:39 2001

i, MBG SIZE rcvd: 91

NOERROR, id: 30944

I'N PTR
PTR | ocal host .
NS ns. | i nux. bogus.
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So it manages to gebcal host from 127.0.0.1, good. Now for our main task, theux. bogus domain, insert a new 'zone' sectiomamed. conf :

zone "linux. bogus" {
type master;
notify no;

file "pz/linux.bogus";

Note again the lack of ending' on the domain name in themed. conf file.

In thel i nux. bogus zone file we'll put some totally bogus data:

; Zone file for Iinux.bogus

; The full zone file

$TTL 3D
@ I'N SOA ns. | i nux. bogus. hostmaster.|inux.bogus. (
199802151 ; serial, todays date + todays serial #
8H . refresh, seconds
2H ; retry, seconds
4w ; expire, seconds
1D) m ni num seconds
NS ns ; Inet Address of name server
MX 10 nmil.linux. bogus ; Primary Mail Exchanger
MX 20 mail.friend. bogus. ; Secondary Mail Exchanger
| ocal host A 127.0.0.1
ns A 192. 168. 196. 2
mai | A 192. 168. 196. 4

Two things must be noted about the SOA recegdL i nux. bogus must be a actual machine with a A record. It is notlég have a CNAME record for
the machine mentioned in the SOA record. Its naeseimot be "ns', it could be any legal host naneat,Nost mast er . | i nux. bogus should be read as
hostmaster@linux.bogus. This should be a mail atina mailbox, where the person(s) maintaining BiK8uld read mail frequently. Any mail regarding
the domain will be sent to the address listed HEne.name need not be "hostmaster, it can benamunal e-mail address, but the e-mail address
“hostmaster' is often expected to work as well.

There is one new RR type in this file, the MX, oaiMeXchanger RR. It tells mail systems where tadsmail that is addresseddonmeone@i nux. bogus,
namely tomai | . | i nux. bogus Ormai | . fri end. bogus. The number before each machine name is that MX Riiority. The RR with the lowest number
(10) is the one mail should be sent to if possiflthat fails the mail can be sent to one withighler number, a secondary mail handler, i.e.,

mai | . fri end. bogus which has priority 20 here.

Reload named by runningdc rel oad. Examine the results with g:

$ dig any linux.bogus

; <<>> DiG 9.1.3 <<>> any |inux. bogus
;5 global options: printcnd

Cot answer:
- >>HEADER<<- opcode:

;. QUESTI ON SECTI ON:

QUERY,

; 1i nux. bogus. IN
ANSWER SECTI ON:
I'i nux. bogus. 259200 IN
host mast er. | i nux. bogus.
I'i nux. bogus. 259200 IN
I'i nux. bogus. 259200 |IN
I'i nux. bogus. 259200 |IN

;3 AUTHORI TY SECTI ON:

I'i nux. bogus. 259200 IN

ADDI TI ONAL SECTI ON:

ns. | i nux. bogus. 259200 |IN

i st at us:
v, flags: gr aa rd ra; QUERY: 1, ANSWER 4, AUTHORITY: 1, ADDI TIONAL: 1

ANY

SOA
199802151 28800 7200 2419200 86400

NS
MX
MX

A

NOERROR, id: 55239

ns. | i nux. bogus. \

ns. | i nux. bogus.
20 mail . friend. bogus.
10 mai | . linux. bogus. |inux. bogus.

ns. | i nux. bogus.

192.168. 196. 2
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Query tinme: 4 nsec

SERVER: 127.0.0. 1#53(127.0.0.1)
;5 WHEN: Sun Dec 23 03:06:45 2001
i, MSG SIZE rcvd: 184

Upon careful examination you will discover a bugeTine
I'i nux. bogus. 259200 IN MX 10 nmi | . linux. bogus.|inux. bogus.
is all wrong. It should be
I'i nux. bogus. 259200 IN MX 10 nmil . linux. bogus.
| deliberately made a mistake so you could leaomfit :-) Looking in the zone file we find this &n
MX 10 il . linux. bogus ; Primary Mail Exchanger

It is missing a period. Or has a 'linux.bogus'teeny. If a machine name does not end in a periedzone file the origin is added to its end causirg
doublel i nux. bogus. I i nux. bogus. So either

MX 10 mail.|inux. bogus. ; Primary Mail Exchanger

or

MX 10 mail ; Primary Mail Exchanger

is correct. | prefer the latter form, it's lesgytpe. There are some BIND experts that disagre®same that agree with this. In a zone file the diom
should either be written out and ended with'ar it should not be included at all, in which eaisdefaults to the origin.

| must stress that in the named.conf file theraukhoot be " 's after the domain names. You have no idea howriares a ' too many or few have
fouled up things and confused the h*Il out of peopl

So having made my point here is the new zoneMilh some extra information in it as well:

; Zone file for Iinux.bogus

The full zone file

EBTTL 3D

@ I'N SOA ns. | i nux. bogus. hostmaster.|inux.bogus. (
199802151 ; serial, todays date + todays serial #
8H ; refresh, seconds
2H ; retry, seconds
4w ; expire, seconds
1D) ; mnimum seconds

TXT "Li nux. Bogus, your DNS consultants"

NS ns ;I net Address of name server

NS ns. friend. bogus.

MX 10 mail ; Primary Mail Exchanger

MX 20 mail.friend. bogus. ; Secondary Mail Exchanger
| ocal host A 127.0.0.1

gw A 192.168.196. 1

TXT "The router"
ns A 192. 168. 196. 2
MX 10 nmi l
MX 20 mail.friend. bogus.
WMWY CNAME ns
donal d A 192. 168. 196. 3
WX 10 nail
MX 20 mail.friend. bogus.
TXT " DEK"
mai | A 192. 168. 196. 4
WX 10 nail
MX 20 mail.friend. bogus.
ftp A 192. 168.196. 5
MX 10 nmi l
MX 20 mail.friend. bogus.

CNAME (Canonical NAME) is a way to give each maehseveral names. So www is an alias for ns. CNABt® usage is a bit controversial. But it's

safe to follow the rule that a MX, CNAME or SOA oed shouldhever refer to a CNAME record, they should only refestamething with an A record,
so it is inadvisable to have

f oobar CNAME  www ; NO
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but correct to have
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f oobar

CNAME ns

Yes!

Load the new database by runningic rel oad, which causes named to read its files again.

That's good. As you see it looks a bit like theezéite itself. Let's check what it says fexw alone:

$ di g linux.bogus axfr

; <<>> Di G 9. 1.3 <<>> |inux.bogus axfr

;7 global options: printcnd

I'i nux. bogus. 259200
I'i nux. bogus. 259200
I'i nux. bogus. 259200
I'i nux. bogus. 259200
donal d. | i nux. bogus. 259200
donal d. | i nux. bogus. 259200
donal d. | i nux. bogus. 259200
donal d. |'i nux. bogus. 259200
ftp.linux. bogus. 259200
ftp.linux. bogus. 259200
ftp.linux.bogus. 259200
gw. | i nux. bogus. 259200
gw. | i nux. bogus. 259200
| ocal host . |i nux. bogus. 259200
nai | . |i nux. bogus. 259200
nei | . |i nux. bogus. 259200
nei | . |i nux. bogus. 259200
ns. i nux. bogus. 259200
ns. | i nux. bogus. 259200
ns. | i nux. bogus. 259200
www. | i nux. bogus. 259200
I'i nux. bogus. 259200

Query tinme: 41 nsec

Z2Z2Z2Z2Z2Z2Z2Z2ZZ2Z2Z2ZZ2Z2Z2Z2Z2Z2Z2Z2ZZ2

;3 SERVER 127.0.0. 1#53(127.0.0.1)

;5 VWHEN: Sun Dec 23 03:12:31 2001
;7 XFR size: 23 records

$ di g www. | i nux. bogus

; <<>> DiG9.1.3 <<>> ww. | i nux. bogus
s printcnd

;5 global options:
;; Got answer:

;3 - >>HEADER<<- opcode:
7y flags: gr aa rd ra; QUERY: 1, ANSWER 2, AUTHORITY: 1, ADD TIONAL: O

;' QUESTI ON SECTI ON:
; www, | i nux. bogus.

v ANSWER SECTI ON:
www. | i nux. bogus.
ns. | i nux. bogus.

AUTHORI TY SECTI ON:
I'i nux. bogus.

;; Query time: 5 nsec

QUERY,

259200
259200

259200

st at us:

N
N
N

N

SERVER: 127.0.0. 1#53(127.0.0.1)

WHEN. Sun Dec 23 03:14:14 2001

MSG SI ZE rcvd: 80

0
Q

XTRRTIRRTRRG

0> $555> >

g
=

NOERRCR,

A

CNAME

ns. | i nux. bogus. hostmaster.|inux.bogus.

ns. | i nux. bogus.
10 mail . linux. bogus.

20 mail . friend. bogus.

192. 168. 196. 3

10 mail.li nux. bogus.
20 mail.friend. bogus.
" DEK"

192. 168.196.5

10 mail . linux. bogus.

20 mail.friend. bogus.

192. 168.196. 1

"The router"
127.0.0.1

192. 168. 196. 4

10 mail . linux. bogus.

20 mail . friend. bogus.

10 mail.li nux. bogus.

20 mail.friend. bogus.

192. 168. 196. 2
ns. | i nux. bogus.

ns. | i nux. bogus. host naster.|inux.bogus.

id: 16633

ns. | i nux. bogus.
192. 168. 196. 2

ns. | i nux. bogus.

199802151 28800 7200 2419200 86400

199802151 28800 7200 2419200 86400

In other words, the real namewdw. | i nux. bogus iSns. | i nux. bogus, and it gives you some of the information it hbewt ns as well, enough to
connect to it if you were a program.

Now we're halfway.

5.3 The reverse zone

Now programs can convert the names in linux.bogusitresses which they can connect to. But alagrestjis a reverse zone, one making DNS able to
convert from an address to a name. This name tlugsa lot of servers of different kinds (FTP, IREWW and others) to decide if they want to talk to
you or not, and if so, maybe even how much priorgy should be given. For full access to all sesion the Internet a reverse zone is required.

Put this innaned. conf :

zone "196.168. 192.i n-addr. arpa" {

type master;
notify no;

file "pz/192.168.196";

This is exactly as with the@ 0. 127. i n-addr . ar pa, and the contents are similar:

$TTL 3D

@

I'N SQA

ns. | i nux. bogus.

host mast er. i nux. bogus. (
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199802151 ; Serial, todays date + todays serial

8H ; Refresh
2H ; Retry
4W ; Expire
1D) ; M nimmTTL
NS ns. | i nux. bogus.
1 PTR gw. | i nux. bogus.
2 PTR ns. | i nux. bogus.
3 PTR donal d. | i nux. bogus.
4 PTR mai | . |i nux. bogus.
5 PTR ftp.linux.bogus.

Now you reload your namedr(dc rel oad) and examine your work witdi g again:

$ dig -x 192.168.196. 4
7, Got answer:
- >>HEADER<<- opcode: QUERY, status: NCERROR, id: 58451
flags: gr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 1

;5 QUESTI ON SECTI ON:
;4.196. 168. 192. i n- addr . ar pa. I'N PTR

;5 ANSWER SECTI ON:
4.196.168.192.in-addr. arpa. 259200 IN PTR nei | . |i nux. bogus.

;3 AUTHORI TY SECTI ON:
196. 168. 192. i n-addr. arpa. 259200 IN NS ns. | i nux. bogus.

ADDI TI ONAL SECTI ON:
ns. | i nux. bogus. 259200 IN A 192.168.196.2

;; Query time: 4 nsec

;3 SERVER 127.0.0. 1#53(127.0.0.1)

;7 WHEN: Sun Dec 23 03:16:05 2001
MSG SI ZE rcvd: 107

s0, it looks OK, dump the whole thing to examinet ttoo:

$ dig 196.168.192.in-addr.arpa. AXFR

<<>> Di G 9.1.3 <<>> 196.168.192. i n-addr. arpa. AXFR
gl obal options: printcnd

196. 168. 192. i n-addr. arpa. 259200 IN SQA ns. |i nux. bogus. \
host mast er. | i nux. bogus. 199802151 28800 7200 2419200 86400
196. 168. 192. i n-addr. arpa. 259200 IN NS ns. | i nux. bogus.
1.196.168.192.in-addr.arpa. 259200 IN PTR gw. | i nux. bogus.
2.196.168.192.in-addr. arpa. 259200 IN PTR ns. | i nux. bogus.
3.196.168.192. i n-addr. arpa. 259200 IN PTR donal d. |'i nux. bogus.
4.196.168. 192. i n-addr. arpa. 259200 IN PTR mai | . |i nux. bogus.
5.196.168. 192. i n-addr. arpa. 259200 IN PTR ftp.linux.bogus.

196. 168. 192. i n-addr. arpa. 259200 IN SQA ns. |i nux. bogus. \
host mast er. i nux. bogus. 199802151 28800 7200 2419200 86400
Query tine: 6 nmsec
;; SERVER: 127.0.0. 1#53(127.0.0. 1)
v WHEN: Sun Dec 23 03:16:58 2001
;. XFR size: 9 records

Looks good! If your output didn't look like thatdk for error-messages in your syslog, | explained ko do that in the first section under the hegdin
Starting named

5.4 Words of caution

There are some things | should add here. The IFbatsrused in the examples above are taken frorofahe blocks of 'private nets', i.e., they are not
allowed to be used publicly on the Internet. Sy thre safe to use in an example in a HOWTO. Therskthing is theoti fy no; line. It tells named
not to notify its secondary (slave) servers wherag gotten a update to one of its zone files.INIB8 and later the named can notify the other eserv
listed in NS records in the zone file when a zanepdated. This is handy for ordinary use. Buipfivate experiments with zones this feature shoeld
off --- we don't want the experiment to pollute theernet do we?

And, of course, this domain is highly bogus, anéw®all the addresses in it. For a real exampterefl-life domain see the next main-section.
5.5 Why reverse lookups don't work.

There are a couple of ““gotchas" that normallyaax@ded with name lookups that are often seen vgk#ting up reverse zones. Before you go on you
need reverse lookups of your machines working am pavn nameserver. If it isn't go back and fixefdre continuing.

I will discuss two failures of reverse lookups aers from outside your network:
The reverse zone isn't delegated.

When you ask a service provider for a network-asklrange and a domain name the domain name is iypdabegated as a matter of course. A
delegation is the glue NS record that helps yodrget one nameserver to another as explained idhéheory section above. You read that, right? If
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your reverse zone doesn't work go back and reatbik.

The reverse zone also needs to be delegated. giihne192. 168. 196 net with the i nux. bogus domain from your provider they need to patrecords
in for your reverse zone as well as for your forvaone. If you follow the chain froim- addr . ar pa and up to your net you will probably find a break
the chain, most probably at your service provitkaving found the break in the chain contact youvise-provider and ask them to correct the error.

You've got a classless subnet

This is a somewhat advanced topic, but classldssessi are very common these days and you probably tne if you're a small company.

A classless subnet is what keeps the Internet ghege days. Some years ago there was much adbthbainortage of IP nhumbers. The smart people in
IETF (the Internet Engineering Task Force, theypkibe Internet working) stuck their heads togetret solved the problem. At a price. The price is in
part that you'll get less than a “"C" subnet amdesthings may break. Please ss& Mr. DNSfor an good explanation of this and how to hatiitdle

Did you read it? I'm not going to explain it sogde read it.

The first part of the problem is that your ISP muistierstand the technique described by Mr. DNS.allamall ISPs have a working understanding of
this. If so you might have to explain to them aedoersistent. But be sure you understand it fiysThey will then set up a nice reverse zone air th
server which you can examine for correctness wih d

The second and last part of the problem is thatngost understand the technique. If you're unsureagi and read about it again. Then you can set up
your own classless reverse zone as described bRINB.

There is another trap lurking here. (Very) Old tests will not be able to follow thenane trick in the resolving chain and will fail to rense-resolve
your machine. This can result in the service a&sigit an incorrect access class, deny accessneething along those lines. If you stumble into sach
service the only solution (that | know of) is fayyr ISP to insert your PTR record directly intoitheck classless zone file instead of the tricKAME
record.

Some ISPs will offer other ways to handle thise liKeb based forms for you to input your reversepirags in or other automagical systems.

5.6 Slave servers

Once you have set up your zones correctly on thetenaervers you need to set up at least one staver. Slave servers are needed for robustness. If
your master goes down the people out there onghwifl still be able to get information about yadwmain from the slave. A slave should be as long
away from you as possible. Your master and slavaldtshare as few as possible of these: PowerguphN, ISP, city and country. If all of these tigie
are different for your master and slave you've tbameally good slave.

A slave is simply a nameserver that copies zoes filom a master. You set it up like this:

zone "linux. bogus" {
type sl ave;
file "sz/linux.bogus";
masters { 192.168.196.2; };

A mechanism called zone-transfer is used to copydtia. The zone transfer is controlled by your S€dbrd:

@ I'N SQA ns. i nux. bogus. hostmaster.|inux.bogus. (
199802151 ; serial, todays date + todays serial #
8H ; refresh, seconds
2H ; retry, seconds
4W ; expire, seconds
1D) ;. mnimum seconds

A zone is only transferred if the serial numbettoe master is larger than on the slave. Every shfiieterval the slave will check if the master hasn
updated. If the check fails (because the mastemavailable) it will retry the check every retryerval. If it continues to fail as long as the erpgnterval
the slave will remove the zone from it's filesystand no longer be a server for it.
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